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# If 2 0 0 3 - 1 5 7 4 4 4 ^- v : 1/ 

umm 1 1 

^mmm^<om^mmx^>^x, 

%S t*- * t ^ y -te - v t h ta & £ ^©fi $ -CE i2J o /zHik<7>¥:£ r 
2 ] 

[If ^ 3 ] 

«=> *ifc#JH tcta&o x i hi J^±^f , 

mmmmwmmuiz, mum^xru y ? zm^tz2mfin*?%-m%.M*Vk 

^r%t Lx&x^z&muzffiz-z&mmm^m^itmWo 
2 ie«<D4tMBf ^r<r>m ^imwx$> o T, 
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nmm 5 j 

it Mm 2 mmvyjtmmm ^<vm ^-imrnx -$> o x, 
umm 6 ] 

mMm 2 mm^&mmm -^-^m ^-imwx$> o x, 

mum titMii mmtmmmmu t a, sit^n ? ? z^m-tz 

umm 7 ] 

it Mm 2 tm^^mmm^-^m^tmmx^ o -c, 

it Mm 2 tm^^mmm^m^- immx $> o x, 
9 ] 

$mm 2 tm^^mmm^m^mmxh o x , 
1 0 ] 

si 9 (D^mmm^<Dm^tmm:x^ or, 
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1 1 1 

KSL^rn y y- £ffi^T^ y -b- vfgfET-rn y ^ £ fulfil , 

, Huisef-^rn y ^ <h, HuiegLlfcrn -y ^ Srffi^T^ro -y * zm^&M't 

itmm 1 2 ] 
1 3 ] 

m m%M r- ? l , mmm^^ik s% m -f & ^ z 
imMm 1 4 ] 

n > e zl - * , ^mmm^^m^mm zmftz^z-fuyv^z urn t £ 

Uy? 
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mz*t, m -r n y ? t m mim 7-n^^t^;-t- ^mmt- f 
* mm^n £ * & > -7° n ^ a * le-n l 

1 5 ] 

1**^ l 4 <D y°u 7 v A & Ifi'lt L tzMfcX*$> o T , 

y * O^-fti «9 ft < ¥;fc7*n 7 ^ <7)-^ft<7)2f§ «fc 0 Mv^BufegLiSc^n 7 ^ 
& , y°u Jfy ffiH L fclftffco 
[|f ^ 1 6 ] 

1 5 <D~fu £fE1t L flfrffc"?* o T , 

HuiaBf-^?I#i: LT, HtrfB^rn y ? %m^tz2WMM J ?&MMM-Z®:£>b 

«b 2x£ ^JIS K ta£ o T 1 EI Jifir £> , 

^JtUHJ^W, ^tt^AfclBULfcJftfls, 
1 7 ] 

If*^ 1 5 <7) -7°n ^ 7 A £ffi1t L tzMforrrtb o T, 

fro 

[fit 1 8 ] 

5<?)7 0 n^7 A^|S'KL7t^frT*oT, 

im^m 1 9 ] 

Bf*^l 5(Dy°n^yA^mmLfzm^X$)^X, 
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im^m2 o) 

bu f Bit ^if H £ Ml mmmn t m% 1 SL& rn^S-^^, 7° n ^ A 
[1(1**2 1] 

1111**2 2] 

It** 2 1 <D -fu y y A i ffilt L 7t«t#-eab o r , 
hu I £ * y -t - v £ %& ##J L , 

[IS** 2 3] 

n y tf a. - * , *a»HS-^0«^kM3ffi SrUff^^-S^n^^AS: f B« L 

HufEBT^J: 0 &fiv*a»?!IS:£j&$-£, fffESL»J^^HufEBf 
tifrfE!SLiS:^n -y ? ^fflv^T^ y-fc- v^liE^rn y <r ZmMffiMZ-tt, 

[If** 2 4 ] 

W**2 SO^n^^A^IEItL/c^-e^o-C, 

HuIEtI^#<bHuIE^iEiI»t^-oi^±<7), ^^ftOK$(i f ME^T 
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[fflfjfr® 2 5 ] 

If ^ 2 4W7°n^7A^ fan L £®£frc Jot, 

mi ifi¥^c k ^ $ *l& r - * * a m $ 

[0 0 0 1 ] 
[0 0 0 2] 

[t*<7)Sf] 

Tp-ri^ffeSftT^fco 7*n 7 ^Bf-f-HtiAES (Advanced Encryption Standard) 
[0 0 0 3] 

7'n y ^ Bf-^fiECB, CBC, CFB, 0FB, fc^V^-t-Ffc t^7n y * Bf#^ 

atsc^^m^i^Bttw^TdSft^- Kfi, iaPCBc^e- v-hmhtix^&tmx* 

, mQ<D*-Fl±&&A,<Dfo&tfZti&%X~l±^nnx~&2>o iaPCBC^e- K(±# 
• [0 0 0 4] 

iaPCBC^e- KliT'a y *l®^-£ffiv»£i£fl^e- K"C* 0 , H&^bfttaTtiafe^J 
[0 0 0 5] 
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fp-t - FOBf fMit & .£.5? Kit- C TMAC^EM £ ITO K sfco i o < y&\L<D 
[0 0 0 6] 

fx x.*ti*\ ±sa^n y ?m-^<7)%kmz < £>^r, 2<g~2oi§ojt^-e^ h «; - 

a * fir 0 'Z^ ta o o 
[0 0 0 7] 

J: 0#L<MAC£j£;fr8:£#x.£fc, *%:<DX V V - ABf-^tc, ffrftfWfc&SS 
^-XA^ft»»^#-g-K^:§v^ 00*. tf, UMAC4 ^MACM^T 

7. Y V -Am-^-t LTffiv^tcti, «Hfta&»£$ f>t:fl<7)^'7 ->iMt 
*HS-rs^5***4o , UMAC(imTO##lt^:K2-emoTv^ 0 
[0 0 0 8] 
[^#f«0i* 1 1 

V. Gligor, P. Donescu^TLecture notes in Computer Science, vl . 1796jSpring 
er-VerlagffiJK, 2000^, p. 153-171 
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^-v~! 8/ 



Black, Halevi, Krawczyk, Krovetz, Rogaway, "UMAC: Fast and Secure 
Message Authentication, " Advances in Cryptology, - CRYPTO' 99, Lectu 
re Notes in Computer Science, Vol. 1666, Springer-Verlag, 1999 
[0 0 0 91 

immm& L£ot-r& mm] 

[0 0 10] 

- vxam^m^mmtmm^mm^^ < , mmmm^-mm&wK&fa^x 

[0011] 

pi t£ & ^ ? -t - y bse# ^m^mt^^mwzim-r&o 

[0 0 12] 
[0 0 13] 

[0 0 14] 
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[0 0 15] 
[0016] 

[0 0 17] 

Ellli*? h 7-^100HCj:o-C^lt^tL7^=r>t°^-^A1002, 
B1003£#tf , 3 > t? i - * A1002^ <b 3 > t? a - * B1003^OBf-^-jijf * g m t 
Lfz y^f AM^t^ti^o 3 > t?i-^A1002t±rtgp^?^#^B(^T 
CPU£v*9)1004, ffi'|t^fi(»|§14, ^Jf5M4£|Hi;bfev\ ) J£JlTRAM£:v^)1005 

002 £ Jt.- -WlWr & fc *!> O 7*4 * :/Wl007 KlOOSrt^^ fix 

RAM1005C(±Hf^b^S7 o D^^ APROG1_1009, ftL^M^S^n ^5 
R0G2_1010, 3 >tf i-^A1002t =r > fc:^ - ^B1003P B ^^-e*^f ^ tlX^&U 
*ffc#«K1011, ^ > t: * - ^A1002<h 3 > tf ^- ^B1003Kt?*W$ 
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tiX^&r-f-Zb&mM^? h ;H1013, -etL^Bf^tLTn > tf — ^B1003 
t:?i«L/iV^x-^-e^)^^ y^- vM1014tH£#£ ft T n>tf^-^B10 
03(±l*J^t"CPU1015, RAM1016, * y h 7 - 9 -Y > * - 7 ^ -7. 1017^^H LTi5 
19, ^Cli3 >^°^-^Bl003^^-W^1-^7^i6<7)T-V ^^V-r 1018t 

Kl019^M$nrv^ o RAM1016^(itI^ftM:7 o n^ APR0G3_102 
0, £Ltfc£l»S7°n^7 APR0G2.1021, «HK1011^^ £ tit 
[0 0 18] 

n>t°a.-*A1002ii, m^-it^my'^Vy APR0Gl_1009^^f L, *yfc- 
vM1014OBf-S§-:£cC1022£fpJ& L, *y h 7-*>f - 7 ^ - .X 1006 £ IL 
y b 7 - * lOOl^iM -f & 0 3 > b° jl - ^B1003(i, ^ > F7-?^>^-7x 
-*1017£aLT5:lf Ltzlbt, m^t®M7°nr7 APR0G3_1020£^fT L, & 
LSjc ^%^tti £ ti& tttt(i1I^b^*RAM1016^^^^>o 
[0 0 1 9] 

& 7°u 9' 7 a fi, Sv^o n > e jl - 9 $ (iltii?) n y \£ ^ - 9 h Mim Mfc. 
-ffrfrib^y h 7-^1001^ fcli* y h 7 - 9 1001_t£{5»H- 
T, i fciiCD, FD& ^WMIS'Mff LTRAMH#A1--2> - i: £ 

[0 0 2 0] 

m^it^My'vtfy APR0Gl_1009fi, 3 > tf ^- - ^ A1002^i5V^T, RAM1005^ 
^M^tB^tLT, CPU1004KJ: OHfi^ft&o m^t$km.y°v7y APROG1_1009 

t±, -^y^-^yt LTgLte^MPROG2_ioio*rtgi5-eD^D f ai u A^f£-^ 

K1011, ^ y-fe- vMlOU^MLT, Bf^C1022^ai^J-r^o 
[0 0 2 1 ] 

m^bMS7°n ^-7 APROG3_1020(±, > fc? a- *B1003KH3v*T, RAM1016^ 
btK&iij £ tLTCPU1015t- X TomftZn&o m-^it^my°^^y APR0G3_1020(± 
, y-7)\s-^>t LTagfc£j£MPR0G2_102l£TO^nf^tb L, A7J®-£«1 
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Oil, Bf-^-5:C1022H^L-C, t /c(i2jc^#:^l«^^liltl1-^o 

[0 0 2 2] 

m -^Hb^wyn y ^ APROGi_ioo9<7)Ma<7)^tL ^mHji- ^ 0 

^ x y 7°2002 :f-^-b7l>^ "7* ^ - ^ > o itiK^A^ £ t#o 0 

* x y ?°2oo3 : ^xmm*r xts z&*> , z.hntc& 

^ijPi(l^i^N) ^tn^j-r^o liu mii%$kti-& 0 

xt'> -7°2oo4 : gim^^+i- r )v - -r > o ® ^hk t ^ ? v frifrh mtxnmn 

* t y 7°2005 : x >o Mfm»JRi t ¥j7"n y ? ^ijPj (1^ i 

)£l£oT, Bf^rn ^Ci(l^i^N+2)^(±l7Jl--?>o 

^X 7 7°2006 : > y°2005-Ci#^»^/;Bf^rn y ^Ci(l^i^N + 2)^MPJC^ 
[0 0 2 3] 

7, x y -7°2202 : flfjillCffiv^ ^ y-tr - vM<7>A7J £#o 0 * y -t - vMf±, * 
-**- KlOOS^ATj^tt/^, PJWrttcl£#£*L-Cv^f9, ltiWffi1ti«#^ 

Xry 7*2203 : > y -t- £ £tf1"x- ^ £^°xV > ^ y -b — vMO^fe 

m iz * y -t - vM<7) tf y h g tmi-64 \£ y V ~MWt.r- 9 £ ftJpi" * 0 
*x;/7°2204 : > 7t-7I^f?)x:^ATV t<Oifil0^i6^rV 
>»f-^ £l28H :y FOlMCf^o ^ ?"fe- vM<7)ft^ £Ltf '7 htt 
&tl28-(L(mod 128) )11<7>0£ 7. x ■> 7^2203 T-ft ^ T"*- * ZfttoZtitz* y-t- 

*7-y 7°2206 : * y-t- yf- * y ? ^#J 0 * x y 7°2205<7)|g^# 

<b*L£x*-*£64fc: y h^)7D y ? bzm.ty *) mW h ? 2 , P^-f-So 
[0 0 2 4] 

Xy-y "7°2302 : *-9<D\t>o ^7*4 >7'ik<D* y^-Vfu y ?m 

ffiIE#2 004-3013346 
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7 7°2303 I mmimm<Dtk$Co ai^^fcirn 7*7 APR0G2£D?O f a} L, 
fi£64(N+l)lf hWSMf?^^^, ai^l^Ri: 1-^)o 

t> f - y -7*2304 : sl»jr£ /D-^ c^#j 0 nmimmz64 tr ? h r t «5 

JEHRl, R2, RN+i^i"^>o 
[0 0 2 5] 

Ar-y 7°2403 : iiy^9 WHto i=l £ -f & o 

Xt 7 7°2404 : ^r^Cfu y ?C[tiMo C[ — Mj EOR R[ t^ho 

7s 7- -y 7°2406 : i=mh T" y 7°2408£|^To 

^ x -7 7°2407 I *r/^H>^^>fUf7 7°2404^M& o 

7°2408 : Ci(l^i^N)^M^^-7 hii&U S<h1-£ 0 R[ (2^ i^N+1) £M 
[Z\£-y hilltL, Rt-t*o 

7. -f y 72409 : NHr (S) <D m 64 If y hrtCgffl 19, C N + i, C N +2^1-^>o 
[0 0 2 6] 

^■y ya||i R ()i:ov^li, Blll"C»itt"t*o 
[0 0 2 7] 

W.^-it$mv*U?'y APR0G3_1020<7)^a<7)^tt^|lI5?rfflv>T^i-^)o 
X -f y 7°2502 I x-^-t -7 h >o U^m^COXtl £t#o 0 

XT" 7 7^2503 I B£-^*flH-r>V-^>o Hf^3tC <7>A?j£l#*>, Bf^C 

hW£y Y rt CE^Oo TBt^ -7* n y ^o^iJC i(l^i^N+2)£ 

X x y 7°2504 : &&£j£-9- -7* ^ - ^ > o »ap«K* s «b MlftSLWJRi (l^i^N+l) 

Xx -7 7°2505 : Ci(l^i^N)^jpJllf y S«h1-£o Ri (2^i^N+l) 

iZVyhMftL, Rt LTNH R (S)^ft»-t^o 

^T7 *7°2506 I NHr(S)= C* N+lUC N+2^ fc***^ ? 7°2508tCittf o -e^T 
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6 v > & h f £ 7 7- v 7°2507 iZ M ts o 

7fy 7°2507 : JE5(#3:3) fctWJo * T v 7°2511C>I tr 0 

* -r 7 7°2508 : r ;u - ^ > o «SL»JR i ( 1 £ i £N) , mtt ~? & y 7 
nC i(lJSi^N)£i£oT, Way^p' ; (i£ i^N) £ffi7J-f£ 0 

^ T" 7 7°2509 I ¥M ^ tb Lt7;i/-f > 0 ¥3C 7* n y 7 <DW i £ -r - 7 n , 
V , M' Kfrm-f&o 

7 t y 7°2510 ! M' ZRPM^&ffl-f & 0 

7fy 7°2b\\X\±, Ifttl^n/7Ali, *§*(£:S/^:&ifc& 

[0 0 2 8] 
XT7 7°2602 : Bt-^^C O A^l ^#o 0 

7 7- y 7°2603 : m^XC £64 kf y h r t KMJ 0 , JUKC i, C 2> ■ • • > C n 
+ 1, C* N + 2 <!:-r£o 
[0 0 2 9] 

r ^ - ><7)^s Ei7 £ ffl v > x mm -t % 0 
77- 77*2703 : ij^y^^mmito i=itl-£o 

7t- y 7°2704 : ¥j7'n -7 7?' ift»o P' i=C f Ri t-fho 
7 7- y 7°2706 ! i=N"e& <b (f* f" 7 7°2707£^T 0 
7 f 7 7°2707 : iJ V y Z i £ > 7 'J ^ > h L7 7- 7 7°2704--M£ o 
[0 0 3 0] 

¥MJ «9 Hi L -9- 7*^ - > OMI £ HI8 v> XJ&m-f & o 

* f- 7 7°2802 : L' Zm%)<7>64 tf 7 h O^ZfcT'n 77tf^. 0 

7t~ "J 7°2803 : tS^f£ 7* o •> 7 W 9 ^>P' 2 ^ * ^ ^>L' tf 7 h <7) x- 

7tXiW t-f&o 
[0 0 3 1] 

[0 0 3 2] 

^ y-t-vM2931tCft^2930, ii^ ^/n°t"V > ^2932^ "ttl^ixttm L, ¥^tP 
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2934^^l^1-^o 
[0 0 3 3] 

£ ft. £ 64 tf y fr#J L fz i> <D £ *L-r*lPi_2935, P2-2936, . . . , Pn_2938 £ 
[0 0 3 4] 

Pl_2935(±Ri_2920 #HM&3f 0 £ IX 0 , Bf ^ r n y ^ Ci_2943 £ f# £ e 
[0 0 3 5] 

P 2 _2936 t±R 2 _292 1 «h JIHtHf^SfO £ flfc «J , T' n y * C 2 _2944 £ t# & 0 

[0 0 3 6] 

ISI^H LTP N _2938t -eMS^^T V\ B^irn y ^C!_2943, C 2 _2944, 
Cn_2947^|#^o R 2 _2921, R3_2921, R n+ 1-2928 £ CL <7)Jl|S~Cjj|£a L Tt: & OR t C\_ 
2943, C 2 _2944, . . . , Cn_2947 £ £ L fz i> OS Z XJj t L TNH R (S) £ft 

NH R (S)om^£C N + i_2948, Cfl + 2-2949 1 "?u y L, Ci_2943, C 2 _2944, 

Cn_2947, C N + 1 _2948, C N + 2_2949.IOji|I-eiI|£ L, Bf-^:fcC_2956 
[0 0 3 7] 

[0 0 3 8] 

Bi-^C _4030&64fcf y hO^n y *K##JL, C i_4035, C* 2-4036, ... 
, C N-7037, C n+ 1-4038, C* N + 2-4039 1 0 

R 2 _4021, R3_4022, R n+ l_4028 Z Z\ ©Jffi-Cjlfe L£ OR Lt, C i_40 

35, C 2-4036, C N-7037£ iOlt*!^ Lfc OS£A* t LTNHr(S) £ 

ft#L, NH R (S)=C N + 2 ' _4038IICn+i' _4039&<b(£, <klzMtr 0 
[0 0 3 9] 

Ci ' _4035 {±Ri_4020 1 JIHtHfraM * M *9 , ft/D-y^Pi' _4043 £ # £ 0 
[0 0 4 0] 

C 2 ' _4036tiR2_4021t^^S^0£^«9, fj7 , n ^P 2 ' _4044£?#£ o 
[0 0 4 1 ] 

ra^HLTC N ' _4037£-«3£ ; fT^, Tt/n ^P!' _4043, P 2 ' _4044, 

tblE# 2004-3013346 
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p N ' _\m^ntz\k, znh^^mwjzm^t, ^-xr _4050<hi-^ o -ft 

£L' _4051, M' _4052U^#J1-^o 
[0 0 4 2] 

m 1 1 £ ffl v > T , »2T?m otv^ r >a| &NH R (S) <t> MM 

[0 0 4 3] 

^en— ttr'-^wftASr, ntijft'&S:, -etL-rtL^fo m=mii i-ii m n , k=ki 

[0 0 4 4] 

[f 1] 

H 4 «- Mj + Ki (1 * i =s N) 

S,«- H 2i _,x H 2i (l <; i <; N/2) 
C - * - Sj +S 2 ...+Sn/2 

[0 0 4 5] 

K * ? -fe - vfSliET-C £ ft* "1 & o 
[0 0 4 6] 

K#3S&S&R£L&<7>:K£{±^ •7-tr-> ? <7)^tL<h{5^l5jD'e+5}-e*'S)o 
[0 0 4 7] 

o-c, ^^fT-e^^iaPCBC^e- K^Jt^ ra-^±-c2^m_ti^ii^MS^ 

[0 0 4 8] 
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Bf ^imm -fvy? APROGi_ioo9<7)MaovrLtL $• g^-t & 0 

X x > 7°5002 :f-nnt "T^- x > 0 iflK<7)AJ £f#o 0 

Xx7 77°5003 : ¥£*ii+f-r^-x> 0 W^ATJ ¥£^;l<btL£& 

?iJPi(l^i^N)^t±i^-r^o liL, N{i^t1"^o 

Xx7 7°5004 : SLmM+f-^-^o ®^«<5:#)3I3-^ h;H^^64(3N/2 + l 
) kf y h <7>«£l £ tb 1~ £ o 

XT'; ^5005 : Bf -SHfc+h -7 - x > o XT' ; 7°5004-e# ^ ^MlSLi^iJ t ¥X 
ru -y^^iJPid^i^W^^oT, Bf-^CT/n y ^Ci(l^i^N + 2)^m^i-^>o 
X x y 7°5006 : X x -y 7°5005-C?#(b ti^Bf^y □ y ^Ci (1^ i^N + 2) ^IC If 

[0 0 4 9] 

Xx y 7°5302 : M^°7^-^<7)A^o ^rV >^'fe<7>yt 7t-y'7'D -y y"ifcN 
Xx y T°5303 : Wl$L»JRO^^o SLf^^MSyn ^ APR0G2£PWtti L, 

64 (3N/2 + 1 ) h h (ommimm & ■? %> 0 

X x y 7°5304 : £L»JR£ ? H^fiJo MSLl^iJR^kf -7 h rti:g^0 

MSURl, R2, Rn+1-.-, R3N/2 + l^^"^o 

xx-y7°5305 : Rn+1-.-, RsN/^-^WI^iSISU R' tfl,o 
Xx y7°5306 : R N+2 . .., R3N/2 + l^-^I^^L, R' ' tt&o 
[0 0 5 0] 

X x y 7°5403 : * f? > * ^IHHto i=ltt^ 0 

Xx y 7°5404 : Bf^rn y ^Cift#o C[ *- Mi EOR R{ <t1-£ 0 

X x y -7°5405 I i=N& h X x -7 7°5407 £ fl^To 

X x y 7°5406 I A^'/^i^'O^'J^^FUf 7 7°5404~-M<2>o 
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^x u/"7°5407 I iJ^y^mmito i=\t1r2> 0 
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